ﬁ%%ﬁ%ﬁ%é&%?ﬁ(%%%)
— A BEREFTRERER
(M) T RAER
PREEZERETEERRZ R
PEBRBREBAMERZIMRATAE
>REHAEATIREE B M KRG R

>REREHRRR
(2)FRHR R

PEEBRREOEAEE
PRER T M RITERAR ) T8
PEBRFEANEEZTHRE
(Z)REAEERZ
Pl g F B 8 B & WI-FI iR
» s A B 3 (Bluetooth) s 5&
> E B é‘-ﬁi/"‘@fﬁ(GIObal Positioning System ,GPS)# 4&

>/ 4E I 35 38 3(Near Field Communication,NFC)3h 4&
()R EATHEETHE ST
(R)HE 4

PENERRBBRITH R EIREHE
PENFIRITEEEERTERIHITA
AHEERFLETRBEHA
(H)Ez48sam
(Z)EEEERFF T
(2)ERERER
()8 8T #iad
(B)FHB S E



ATERIAE REBE LSRR T

|
e
ml\—

BEAFHRAPREBEFTHEEZEGNEFT IR - RIFEF > L THRE
Yo B EFEM  HAM  BIEAR  BRERETH > REBmARE
PR R B E e AR SITHMABRENEENAKE 2R &L
TRAMGERRE - |

BB THEENERHH > BETRORARALE  BRETHITH
KEWHRERME -
= BERE

THEENETRERETHN TR ERIE B ARETHEEY
HEE S TEMRTRHM _
P EEEEERER AT Z TN SR AR B AL ER -

TEMEHEARAERARFIENEETHAERAETNEE -

P RAMEHEERERETERTHEEFRAENETR -

BHRALGERER  THEEFT LSBT RMERE A THEREK
BTHRAEER S THRE - LR RERTERTEER > R EHE
B AT ER AR R ERRE AR BTG LT NRHREOP TR -
(—)8RE T RILE A | .
PEZERETIEERRZ R

HETEHEETREEAN > RATHERREZ SR ETEEMZ ARG

(ko " AR B KRR ERAEFRE) ob FETREAEGRBRL NS4

B9 B #1821 JE (2o App Store ~ Google Play) » 47 4 #¢ kBB AT 2




RRTRRELE UBLARECEHEAFETETE RN F2THE
EEHEE ABRREATIBRARUAHLAEEALBEZIRAR -

PEETRBAER
Fo@EETHRBALEREE KBRS AHMEHRERLETH
KB B SR EERBITHE BB E (GPS) B
o BERBRART EEHATN - Bk r ERAANTHREE - 3FiE
BURBRATERRL BN - sboh BN I > KT LT EHN
MAETHROKEER  SEALAREAERORRAETAE > B
RELTEE o

IS L TR R E
THEBLORE (LHEB) ML 24 TRRRAOEHELE
ho o BIE 48 E B B) B B A0 R4 RN R BN B
NEREAGERMA Bl AHRELORBIFXAKRENA D
RFGHREEMEHEN -

PRERRHERE
ABRLTREUAHEZTEABBEETEN  THBRET R HE M
(R HEHH) > RERNCH EERABETES -
M BT LAF B AT 80 % B % 32 % #.(Mobile Device Management, MDM) % 32
MMM HEE - MDM X2 8 ARRHABE B L - Tl Feas
o RETERBRAFTRAHREENNE > 4o 0 M 7TE % MDM # 3%
i FTRITERTGEEREE S RIEHEE WwEAHLEERN
B E S ERRBERELSBEBR -

(Z)E R

PEFE T HEOEHE



BABRERNOTHETHEOREANITHE ERBRE RS BITEH
B - MERTHE ERRERZ ERE NS §ERAREER
BRZEHED - BHIER TR BMEARBEEZTRBEZITHE B ERSG
(4o iCloud ~ Dropbox ~ Google Drive ~ Microsoft SkyDrive % ) » {5 fe 344
BEFERZEMREHERLE B2 REENBREEER - MR
HERTHREENNHEREN  TEBRZE TR T UAmE -

>S50 7 A S TR .
ABEERBRRAHA /N RERFEAADEE Y UEES AR
S RRRELEER T TRB ML ETERFR  HEH TR K (I0S
H!i P A A4k Apple ID %3 %& - MTHE RN A T8 Apple 1TH £ & -
¥ 4£ A Find My iPhone 2k 88 3 4717 8 £ & 18 MY S 38 o HRHMIIR - 12478
EAREREBE G ENLT ; Android 8] & 8360 T F 4T85 2 B 1 4T
Wohhe  FEBTRBIIRMER) ©

PREMBEEZENAE
TEHEENRBE - RE -BEIOUFTLHY BEAEFRAE LA TN
LR EHITEE B HERE - |

(Z)RBRFEZR L

>4 R B B S 4 Wi-Fi 488
THEETEBHEK WIFI ST H LEE T R RE R HERER - i
FHBNALTRERHE > REB T+ B A (Man-in-the-middle ; >
MITM) » B gbiZ R IE & %48 A A £ 4 Wi-Fi % RRTSA0 5 BT
B0 SBAEARATE R 0 35 A A TS AE 8% (do iTaiwan) - f R 4R
KAy e Wi-Fi B2 - sbob » TH R EALARMER Wi-Fishieiirag b
WEk o BAEELME > UBEA O ATH A WI-Fi 3R Wi-Fi /@ #4755



¥~ T4E 88 IRRAAOE Wi-Fi lE - EMBREAZZETRINERITY
2E-

>/ 48 A 8 (Bluetooth)sh &
ATHEELOEFARLTRESE TYHMALR 3% At F4EH
B ARABITELTHR - BAMBIARERELT  BHLHM > 2
BRASATHA RS @@ TRAE GRABEE TR AR
FHEE -

)\ 34 B 258 E 41 (Global Positioning System ,GPS)# 4t
FTHEESEHCGPS thie > H 5 B oM~ HBERE LS EH KRB LD

Wy EALAE S 0 A AR BE AL » IR B HACHRSE - KM

R E WP RRB P GEAATH  THREF SAEANBEZE A8 %8

HENEBRUERKEENTHERSFFE - Bt WNMERRMET 24
A AL AR AR B > BNRER R R AR -

>/ 4 B 3 35 18 3 (Near Field Communication, NFC) = g
TBEEXNENFC o5 » AITHEEMNFCREZLS  HEANEHERE
FTEHEENEE BETEMNRE - BT TAEA—EHELE - —KHNE
H—FaXE e Bk EEHNFCEKTHBITHLEEEZE2EW35
BB AHXAEARTRMER NFC oY > BAFARAE -

(W)X ESTHREEFHAGHE TR
BERFERR RMBELAETHEEREEE - H#pRERM Y
B ARMERADEENS BT ADEERREAEADEEEY
Bty MERBTHMEE - REHARERS ) AL D L84
KoK BUEHLE2  MmLFHBAREERE  ARERE
REBWRPIERABEEHE -

&k
HE



(B)EA4b

>R RGEURBEETHEEZZE2HE
FAHEBeRNE B REREANBEETL2NE (Pl REREIETH App
Z2)  BERFTEEEATX  BRAAHEELARSHER > RS E
EAAHRKEDRE T HERNRBAER RS MERTHEETD
BRERLRT - Bt BRABZHETEHEEZRSHE -

> WAL AT B
THEERHRAGEAENEIZERZ— BB AEMNATHE T84T
ERRG o HEAKEEL IREBTRHUBNETRILHFINE &
BEREANTE - L ERBERAMES ~ FA B MAABEEEAT 5 28
B EERLBSHRABBEARE > UETGREBEFLARAES
JavaScript LB AR - b BB EBLZBFTHEE L@ Mg (Lo
Line ~ WhatsApp ~ WeChat %) s R HARKRBRER > L B& RN
RERPHBEA > A LR LT TEEHLEZ RS -

= R

T SE#R THRREREBEURATHEE (—RATFH) HETREH

(H)EvEHsm
ERALCRABE TR T Y E kT BEOBALRE BEE J& %
o BB FAEBERGELSTHRTLBERLE - REREREIMTER
FRAGERLB AP BT RE > BEXNTHERAATHRASHRE
TOEETREEAERRET

(Z)BEFLEFAEE T



DR

B E TR B HE MRS R AR EHRE VY 4
?R%ﬁ%%%géﬁ HEEATAHGBEE wRAANE TREA

EEBBEHERS  RBTAEECTREY -
(2)ERERET
BRBFTHERESIRBITHEZEHHEBR R FBLFFANETRART
SRR ERENEN TRSFE DA REEA P RE > WREHF
MERY EHMRTHEEIRFTLRALETRAY -
(w) B 8 F sk

BERETCAEBRENRAT AW TREE RELEEFARERT
SnE R EFEE W R AR EITHESEYEN ) TR ZeF B IR > 4o
e TRBEEBAERRTAETREEMNGRSHENRAEHEER

(BMTHREREEE
ERRFELRLBRITHE CERMSENR HETRERREY
FEERE  TRTEEBS K

AR HEAL  BERBRENBHETS
o ALBERAHREMEEE  LTHERER ﬁ%aMEﬁﬁﬁiz
— BT EHBRERAMERERCPU a8 BB RRFTAETHFA -
HAo R B A SR A KB BB ERRTITHEERLSE
BTRAT > ARBDERREAFGHLA BRI MRS - 4 £
T EE > FEFRFE  CATRRE VTR FHATHEBERRE

MET o MMIEBBEELE -



2% 3CRR
[[]Top 10 Smartphone Security Tips,

http://www.smallbusinesscomputing.com/webmaster/article.php/3931201/Top
-10-Smartphone-Security-Tips.htm -

[2]JFCC Smartphone Security Checker, http://www.fcc.gov/smartphone-security -
BlIFEFREARLTRETHE S,
http://www.smartguard.hk/pdf/smartguardebook.pdf -

[4]NIST SP800-124 Revision-1(Draft),
http://csrc.nist.gov/publications/PubsSPs.html#800-124 -

[5]Ten Steps to Smartphone Security,

http://www.fcc.gov/sites/default/files/smartphone_master document.pdf -

[6]Smartphone Survival Guide -10 Critical Security Tips in 10 Minutes,

http://www.sileo.com/store/product/smartphone-survival-guide/
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